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The objective of ubiquitous systems is to give users the ability to communicate and provide information 
regardless of their location in the network.Ubiquitous computing is set of technologies (hardware and/or 
software) present in our daily service [8]. Ubiquitous computing allows passing from the use of a single device 
by a group of users toward use a group of equipment by a single user [3]. These equipment need to communicate 
and interact with their environment, with intention of cooperate and easy access to information. In such 
environment, the user will be taken into account by its physical context for the purpose of having a mobile 
access to data and processing, for offer the best services [1] [2]. 

Objective of man is have gives the possibility and capacity to communicate and to procure information and 
service anyway. Ubiquitous and pervasive computing is improving the lives of men (people) in making their 
service, and facilitates access to information at all times, assuring comfort, safety and/or assistance in the daily 
activities of people [6]. 

Advantage of ubiquitous and pervasive computing is a flexibility of devices and accessibility of service and 
information, these advantages exposes the network to malicious activity.  

However, security is always a fundamental issue in ubiquitous and pervasive computing environment, 
because these networks differ from traditional networks and thus have special characteristics such as shared 
resources, node mobility, and availability of service and information, etc. This special characteristics necessity 
detect malicious activity in near real-time and raise an alert. This is the role of intrusion detection systems 
(IDSs).  

 

Intrusion detection is the discovery or identification of the use of a computer system for purposes other than 
those intended. Intrusion detection intrusion system is a system that performs automatically the process of 
intrusion detection [5]. IDS allow identifying abuse of computer system, being that unauthorises extern use, 
direct attack on computing resources, on interne misuse.   

For made the detection of intrusion, we have need to data to extract from a data source. Once this data is 
collected, it must be analyzed using approach (principle) detection [7]. The using the intrusion detection system 
to following frequency of use; A behavior to this attack is performed once an attack is eventually detected [4]. 

The intrusion detection systems have largely was evoked for solving the problems intrusions in networks, 
there are several solutions was adopted them for several situations and vulnerabilities. 

To cope with vulnerabilities introduced by the computer; security and privacy guarantees in computing 
environments, multiple intrusion detection systems (IDS) have been implemented; the first distributed IDS that 
has been developed is the DIDS [ 8] for The distributed intrusion detection system. It consists of a central 
manager and multiple controllers. The central manager has access to audit data collected by distributed 
controllers. The central manager is responsible for analyzing and correlating events recorded. It is responsible for 
receiving reports of controllers and managers LAN, it treat, corrects reports, and detects the intrusions. The 
central manager uses an expert system for the evaluation and transmission of the status of network security. 

Grids (for The Graph- based Intrusion Detection System) [ 10 ] is another distributed IDS. It is based on graphs 
of activity. The system is divided and observed into domains. Each domain developed its own activity graph and 
transmits the graph and summarizes information to its parent domain. 

Cooperative IDSs have been proposed for ad hoc networks [3]. The system consists in clusters; each cluster has a 
controller who is elected as leader of the cluster by neighboring nodes. The detection module must be installed 



on each host. It is therefore necessary to have a capacity (power) in the host to perform detection tasks. Each 
node participates in intrusion detection and response 

Other solutions (IDS) based on mobile agents have been developed. In [9], the authors presented AAFID (for 
Automous Agents For Intrusion Detection) which can be distributed over multiple computers. Each host has a 
transceiver, a filter and a number of agents. Agents send the results to the transceiver. It communicates the 
results of the test (analysis) controllers. The controllers are responsible for making intrusion detection. The 
agents monitor user behavior stations. Controllersbuild the global state of the network.  

In these solutions, several analytical techniques / metaheuristics are used. Our goal in this paper is to explore 
the possibility of detecting intrusions (attacks) occurred in ubiquitous environments using genetic algorithm 
approach. 
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